Infosec, A Cengage Group Company — Accessibility Conformance Report
WCAG Edition

(Based on VPAT® Version 2.5)

Name of Product/Version: Infosec IQ

Report Date: October 2024

Product Description: Security Awareness Training and Phishing Simulator.
Contact Information: jessie.castello@cengage.com

Notes: N/A

Evaluation Methods Used: Evaluation of the product involved a combination of automated, manual, and functional testing against the
applicable success criteria within the Web Content Accessibility Guidelines (WCAG) 2.2 Conformance Level A and AA. Level Access (AA) tested a
selection of the product using a representative sample to cover the components and functionality of use flows. Below is a list of the assistive
technologies (ATs) used:

¢ NVDA/Chrome
e Accessible Color Picker
e ZoomText
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Applicable Standards/Guidelines

This report covers the degree of conformance for the following accessibility standard/guidelines:

Standard/Guideline Included in Report

Level A (Yes)
Web Content Accessibility Guidelines 2.0 Level AA (Yes)

Level AAA (No)

Level A (Yes)
Web Content Accessibility Guidelines 2.1 Level AA (Yes)

Level AAA (No)

Level A (Yes)
Web Content Accessibility Guidelines 2.2 Level AA (Yes)

Level AAA (No)
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http://www.w3.org/TR/2008/REC-WCAG20-20081211
https://www.w3.org/TR/WCAG21
https://www.w3.org/TR/WCAG22

Terms

The terms used in the Conformance Level information are defined as follows:

o Supports: The functionality of the product has at least one method that meets the criterion without known defects or meets with equivalent
facilitation.

Partially Supports: Some functionality of the product does not meet the criterion.

Does Not Support: The majority of product functionality does not meet the criterion.

Not Applicable: The criterion is not relevant to the product.

Not Evaluated: The product has not been evaluated against the criterion. This can be used only in WCAG Level AAA.

WCAG 2.2 Report

Note: When reporting on conformance with the WCAG 2.2 Success Criteria, they are scoped for full pages, complete processes, and accessibility-
supported ways of using technology as documented in the WCAG 2.2 Conformance Requirements.
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Table 1: Success Criteria, Level A

Notes:
Criteria

Conformance Level

Remarks and Explanations

Web: Non-text content presented to the user in the product

Ll Infom fEet it (-Gl 2 HiEsE SLgpentE has text alternatives that serve the equivalent purpose.
. . Web: The product provides an alternative for time-based
(1|;§.\/1€iAAu;jlo-onlv and Video-only (Prerecorded) Web: Supports media that presents equivalent information for prerecorded
audio-only or video-only content.
. ] Web: The product provides captions for prerecorded
1.2.2 Captions (Prerecorded) (Level A) Web: Supports synchronized media (video with audio).
1.2.3 Audio Description or Media Alternative Web: Supports Web: The product provides appropriate audio descriptions
(Prerecorded) (Level A) - oupp or a media alternative for prerecorded video media.
Web: In most instances, the product ensures that
information, structure, and relationships conveyed through
presentation can also be determined programmatically or
through text.
Exceptions include:
1.3.1 Info and Relationships (Level A) Web: Partially Supports

e There are visually grouped form controls such as "l sent
you an invite in the mail....", "Here is the website for
the....", etc. that are not programmatically grouped on
the page "Assessment Dialog".

o There is a decorative icon that is exposed to the screen
reader on the page "Phishing Details".

Web: The product ensures that a correct reading order can

1.3.2 Meaningful Sequence (Level A) Web: Supports be programmatically determined for content whose
presentation sequence affects its meaning.
Web: The product does not contain instructions that rely
1.3.3 Sensory Characteristics (Level A) Web: Supports solely on sensory characteristics such as shape, size,

visual location, or sound.
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http://www.w3.org/TR/WCAG20/#text-equiv-all
http://www.w3.org/TR/WCAG20/#media-equiv-av-only-alt
http://www.w3.org/TR/WCAG20/#media-equiv-captions
http://www.w3.org/TR/WCAG20/#media-equiv-audio-desc
http://www.w3.org/TR/WCAG20/#media-equiv-audio-desc
http://www.w3.org/TR/WCAG20/#content-structure-separation-programmatic
http://www.w3.org/TR/WCAG20/#content-structure-separation-sequence
http://www.w3.org/TR/WCAG20/#content-structure-separation-understanding

Criteria Conformance Level Remarks and Explanations

Web: The product does not use color as the only visual
1.4.1 Use of Color (Level A) Web: Supports means of conveying information, indicating an action, or
prompting a response.

Web: The product does not include audio that plays

L8 2ol (B, (2El ) VEIDE SRS automatically for more than 3 seconds.

Web: The product ensures that interactive content and
2.1.1 Keyboard (Level A) Web: Supports functionality is accessible and operable using a keyboard or
keyboard emulator.

Web: Where a component can receive keyboard focus, the
product allows focus to be moved away using only the

2l ieitozre 1D (Leve. & UESE SLppertE keyboard and/or advises users of any non-standard
methods required to do so.

2.1.4 Character Key Shortcuts (Level A 2.1 only) Web: Supports Web: The product does not use character key shortcuts.

2.2 1 Timing Adjustable (Level A) Web: Supports Web: The product does not contain time-limited or time-
dependent content.

2.2.2 Pause, Stop, Hide (Level A) Web: Supports Web: The product does not contain content that moves,
blinks, scrolls, or auto-updates.

2.3.1 Three Flashes or Below Threshold (Level A) | Web: Supports Web: The product does not contain flashing content.

2.4.1 Bypass Blocks (Level A) Web: Supports Web: The product provides mechanisms to bypass blocks

of content repeated on multiple pages.

Web: Most pages of the product provide titles that
adequately describe their topic or purpose.

2.4.2 Page Titled (Level A) Web: Partially Supports Exception includes:

e The page title for the "Phishing Details" page is not
descriptive nor reflective of the page content.
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http://www.w3.org/TR/WCAG20/#visual-audio-contrast-without-color
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-dis-audio
http://www.w3.org/TR/WCAG20/#keyboard-operation-keyboard-operable
http://www.w3.org/TR/WCAG20/#keyboard-operation-trapping
https://www.w3.org/TR/WCAG21/#character-key-shortcuts
http://www.w3.org/TR/WCAG20/#time-limits-required-behaviors
http://www.w3.org/TR/WCAG20/#time-limits-pause
http://www.w3.org/TR/WCAG20/#seizure-does-not-violate
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-skip
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-title

Criteria

Conformance Level

Remarks and Explanations

2.4.3 Focus Order (Level A)

Web: Partially Supports

Web: In most instances, pages of the product can be

navigated sequentially with a focus order that matches the
logical reading order.

Exceptions include:

o There is a dialog "Work Bytes: Malware" that does not
receive focus when they appear on the page "Course
Video Dialog".

e There is a non-interactive <legend> element section
that receives keyboard focus due to the presence of the
"tabindex="0" attribute on the page "Assessment
Dialog".

e There is a non-interactive <div> element section that
receives keyboard focus due to the presence of the
"tabindex="0" attribute on the page "Recommendations
Video Dialog".

2.4.4 Link Purpose (In Context) (Level A)

Web: Supports

Web: The product ensures that the purpose of links can be
determined from the link text alone or in combination with
the surrounding or programmatic context.

2.5.1 Pointer Gestures (Level A 2.1 only)

Web: Supports

Web: The product does not require multipoint or path-
based gestures for operation.

2.5.2 Pointer Cancellation (Level A 2.1 only)

Web: Supports

Web: The product ensures that functionality on pointer
down-event is completed only when the user releases the
pointer or allows the user to abort and/or undo the action.

2.5.3 Label in Name (Level A 2.1 only)

Web: Partially Supports

Web: In most instances, the product ensures that when
interface components have visual labels that include text,
the provided accessible name contains the visually
presented text.

Exception includes:

e There is a control with an accessible name that does
not include the text of its visual label on the page
"Dashboard".
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http://www.w3.org/TR/WCAG20/#navigation-mechanisms-focus-order
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-refs
https://www.w3.org/TR/WCAG21/#pointer-gestures
https://www.w3.org/TR/WCAG21/#pointer-cancellation
https://www.w3.org/TR/WCAG21/#label-in-name

Criteria Conformance Level Remarks and Explanations

Web: The product does not contain functionality that

2.5.4 Motion Actuation (Level A 2.1 only) Web: Supports , . . .
requires device motion or user motion.
3.1.1 Language of Page (Level A) Web: Supports Web: The product ensures that the defa_ult human Ia_nguage
used on each page can be programmatically determined.
3.2.1 On Focus (Level A) Web: Supports Web: The product ensures that interface components do

not initiate a change of context when receiving focus.

Web: The product ensures that interactive components do
not initiate a change in context when the component setting
3.2.2 On Input (Level A) Web: Supports is changed unless followed by an explicit user action such
as activation of a button or link unless the user has been
advised of this behavior before use.

Web: Help mechanisms occur in the same order relative to

3.2.6 Consistent Help (Level A 2.2 only) Web: Supports other page content in the product.

Web: Where the product automatically detects input errors,
3.3.1 Error Identification (Level A) Web: Supports the item or field in error is identified and the error is
described to the user in text.

Web: The product does not contain user input fields

3.3.2 Labels or Instructions (Level A) Web: Supports s . :
requiring labels or instructions.

3.3.7 Redundant Entry (Level A 2.2 only) Web: Supports Web: The product does not request redundant user-entered
information in multi-step processes.

4.1.1 Parsing (Level A) Web: Does Not Apply Web: Does Not Apply
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https://www.w3.org/TR/WCAG21/#motion-actuation
http://www.w3.org/TR/WCAG20/#meaning-doc-lang-id
http://www.w3.org/TR/WCAG20/#consistent-behavior-receive-focus
http://www.w3.org/TR/WCAG20/#consistent-behavior-unpredictable-change
https://www.w3.org/TR/WCAG22/#consistent-help
http://www.w3.org/TR/WCAG20/#minimize-error-identified
http://www.w3.org/TR/WCAG20/#minimize-error-cues
https://www.w3.org/TR/WCAG22/#redundant-entry
http://www.w3.org/TR/WCAG20/#ensure-compat-parses

Criteria

Conformance Level

4.1.2 Name, Role, Value (Level A)

Web: Partially Supports

Remarks and Explanations

Web: In most instances, the product contains user interface
components whose name, role, state, and value can be
programmatically determined, and whose state, properties,
and value, where applicable, can be programmatically set.

Exceptions include:

e There is a button "Close" without appropriate accessible
name information on the pages "Course Video Dialog",
"Recommendations Video Dialog" and "Language
Dialog".

e There are radio buttons such as "l sent you an invite in
the mail...", "Wow! | saw this picture of...", etc. without
appropriate name, role, and state information on the
page "Assessment Dialog".

o There is a button "Page 1" without appropriate state

information on the page "Phishing Details".
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Table 2: Success Criteria, Level AA

Notes:
Criteria

Conformance Level

Remarks and Explanations

1.2.4 Captions (Live) (Level AA)

Web:

Supports

Web: The product does not contain any live synchronized
media (video with audio) that requires real-time captioning.

1.2.5 Audio Description (Prerecorded) (Level AA)

Web:

Supports

Web: The product does not contain any prerecorded
synchronized media (video with audio) that requires audio
descriptions.

1.3.4 Orientation (Level AA 2.1 only)

Web:

Supports

Web: The product does not restrict its view and operation to
a single display orientation, such as portrait or landscape
unless a specific orientation is essential.

1.3.5 Identify Input Purpose (Level AA 2.1 only)

Web:

Supports

Web: The product does not contain input fields that request
information about the user.

1.4.3 Contrast (Minimum) (Level AA)

Web:

Supports

Web: Visual presentation of text and images of text in the
product provides a contrast ratio of at least 4.5:1 against
adjacent colors.

1.4.4 Resize text (Level AA)

Web:

Partially Supports

Web: In most instances, the product allows text to be
resized without assistive technology up to 200 percent
without loss of content or functionality.

Exception includes:

e There is content such as "Close" that disappears on the
page "Language Dialog" when the page is resized.

1.4.5 Images of Text (Level AA)

Web:

Supports

Web: Except for logos, the product uses text instead of
images of text.
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http://www.w3.org/TR/WCAG20/#media-equiv-real-time-captions
http://www.w3.org/TR/WCAG20/#media-equiv-audio-desc-only
https://www.w3.org/TR/WCAG21/#orientation
https://www.w3.org/TR/WCAG21/#identify-input-purpose
http://www.w3.org/TR/WCAG20/#visual-audio-contrast-contrast
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http://www.w3.org/TR/WCAG20/#visual-audio-contrast-text-presentation

Criteria

1.4.10 Reflow (Level AA 2.1 only)

Conformance Level

Web: Partially Supports

Remarks and Explanations

Web: In most instances, pages of the product allow for
resizing to a minimum width of 320 CSS pixels or vertical
height of 256 CSS pixels without loss of content or
functionality, and without requiring scrolling in two
dimensions except where scrolling is required for content
usage such as tables or diagrams.

Exceptions include:

e There is content that disappears on the page
"Recommendations Video Dialog" when the page is
reflowed.

e There is content that disappears and requires horizontal
scrolling to view on the page “Language Dialog".

1.4.11 Non-text Contrast (Level AA 2.1 only)

Web: Partially Supports

Web: In most instances, the visual presentation of non-text
content in the product has a contrast ratio of at least 3:1
against adjacent color(s).

Exceptions include:

o Active focus outline of the elements "English",
"Espanol", etc. on the page "Language Dialog".

¢ Content indicated by icon such as "Right check" on the
page "Assessment Dialog".

1.4.12 Text Spacing (Level AA 2.1 only)

Web: Supports

Web: The product supports user changes in text style
properties, such as line height or text spacing, without loss
of content or functionality.

1.4.13 Content on Hover or Focus (Level AA 2.1
only)

Web: Supports

Web: Content in the product that is triggered by hover or
focus remains visible while triggered, remains visible while
moving the pointer over it, and can be dismissed without
moving the pointer or changing focus if it obscures other
content.

2.4.5 Multiple Ways (Level AA)

Web: Supports

Web: The product provides multiple ways to navigate
through pages in the product except where pages are
sequential steps in a process.
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https://www.w3.org/TR/WCAG21/#reflow
https://www.w3.org/TR/WCAG21/#non-text-contrast
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Criteria

Conformance Level

Remarks and Explanations

Web: Headings and labels provided in the product

2.4.6 Headings and Labels (Level AA) Web: Supports adequately describe the topic or purpose of the content
with which they are associated.

2.4.7 Focus Visible (Level AA) Web: Supports Web: The product provides a visible indication of keyboard
focus for elements on each page.

2.4.11 Focus Not Obscured (Minimum) (Level AA . Web: When user interface components receive keyboard

Web: Supports - , -

2.2 only) focus, they are, at minimum, partially visible.

2.5.7 Dragging Movements (Level AA 2.2 only) Web: Supports Web: The produ_ct do_es not use dragging movements for
interactive functionality.

2.5.8 Target Size (Minimum) (Level AA 2.2 only) Web: Supports Web_: iz se 6l tgrge_ts In Luz el ies i
requirements of this criterion.
Web: In some instances, where pages of the product
contain text in multiple languages, the language used for
each passage can be programmatically determined.

3.1.2 Language of Parts (Level AA) Web: Partially Supports Exception includes:

e Language of parts of content written in multiple
languages other than the primary language of the page
is not defined on the page "Language Dialog".

3.2.3 Consistent Navigation (Level AA)

Web:

Supports

Web: The product ensures that navigational mechanisms
repeated across the product are presented consistently and
in the same relative order.

3.2.4 Consistent Identification (Level AA)

Web:

Supports

Web: The product ensures that components with the same
functionality are identified consistently across pages of the
product.

3.3.3 Error Suggestion (Level AA)

Web:

Supports

Web: Where the product automatically detects input errors
and provides error messages, the product also provides
suggestions for correcting each error.
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http://www.w3.org/TR/WCAG20/#navigation-mechanisms-descriptive
http://www.w3.org/TR/WCAG20/#navigation-mechanisms-focus-visible
https://www.w3.org/TR/WCAG22/#focus-not-obscured-minimum
https://www.w3.org/TR/WCAG22/#dragging-movements
https://www.w3.org/TR/WCAG22/#target-size-minimum
http://www.w3.org/TR/WCAG20/#meaning-other-lang-id
http://www.w3.org/TR/WCAG20/#consistent-behavior-consistent-locations
http://www.w3.org/TR/WCAG20/#consistent-behavior-consistent-functionality
http://www.w3.org/TR/WCAG20/#minimize-error-suggestions

Criteria

3.3.4 Error Prevention (Legal, Financial, Data)
(Level AA)

Conformance Level

Web: Supports

Remarks and Explanations

Web: The product does not cause legal commitments,
process financial transactions, or modify or delete user-
controllable data.

3.3.8 Accessible Authentication (Minimum) (Level
AA 2.2 only)

Web: Supports

Web: The product provides assistance by allowing users to
paste data and by properly applying autocomplete
attributes on appropriate input fields to identify the input
purpose.

4.1.3 Status Messages (Level AA 2.1 only)

Web: Partially Supports

Web: In most instances, the product provides status
messages that can be presented to assistive technologies
without receiving focus.

Exception includes:

e There are dynamically changing content areas such as
"Incorrect 2" & "80% complete" that do not indicate live
regions on the page "Assessment Dialog".
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http://www.w3.org/TR/WCAG20/#minimize-error-reversible
https://www.w3.org/TR/WCAG22/#accessible-authentication-minimum
https://www.w3.org/TR/WCAG21/#status-messages

Legal Disclaimer (Infosec, A Cengage Group Company)

As of the testing date to which this publication relates to (indicated in Report Date), this document describes the subject Infosec, A Cengage Group
Company product’s ability to support certain WCAG standards for informational purposes only and the contents are subject to change without
notice. This document does not represent a legal commitment and is provided “as is.” Infosec, A Cengage Group Company cannot guarantee that
any information in this document will remain accurate after such date, and Infosec, A Cengage Group Company works continuously to monitor the
accessibility of its products and provide updates from time to time. Any modification or customization to the subject product may render some or all
this document to become inapplicable. Infosec, A Cengage Group Company specifically disclaims any liability with respect to this document and no
contractual obligations are formed either directly or indirectly by this document. Infosec, A Cengage Group Company further makes no
representation concerning the ability of assistive technologies or other products to interoperate with the subject Infosec, A Cengage Group
Company product.
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